PAUO4
Zigbhee NCP Dongle
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NCP stands for Network Co-processor. By adding a Wireless Gecko
(EFR32™) System on Chip (SoC) in NCP mode to their system,
Customers can implement a Connect-based wireless application that
leverages the EFR32 Radio feature set.

The "Cygwin" application is a tool for Philio RD testing. The purpose of
this manual is to help user be familiar with the functionality of the appli-
cation, and operate the user interface. This tool is for Zigbee product,
some concept of the Zigbee network, or the specification of the Zigbee
command, please refer to the Zigbee API (https://docs.si-
labs.com/zigbee/latest/af/group-appframework) first.

Following subjects will describe these scopes: Installation Start Joining
network leave network Control Plugin On / Off

Introduction

Specifications

Operating Voltage

DC5V 0.3A

Surface

USB 2.0 Type A

Operating Temperature

[20C - 55T (85% humidity)

Storage Temperature

-30 C ~ 85T

RF Range (distance)

Minimum 40M in door and 100M in outdoor, line of
sight

Frequency Range

2405MHz~2480MHz(EU) (US/Canada)(TW/JP)

RF Power

+8dBm

Software version

Zigbee 3.0

ezsp ver 0x08,

stack type 0x02,

stack ver. [6.10.3 GA build 297]

Dimension 63.45 (L) x 20 (W) x 10 (H) mm
\Weight 3.89

Location Indoor use; IP20

FCCID RHHPAUO4

** Specifications are subject to change and improvement without notice.

Troubleshooting

Symptom

Cause of Failure Recommendation

The device can not
join to Z-Wave™
network

The device may in a Z-|Exclude the device
Wave™ network. then include again.




For Instruction to http:// www.philio-tech.com

Oln0

Install the driver.

Welcome to the CP210x USB to
UART Bridge Driver Installer

This wizard will help you install the drivers for your CP270x
LISB to UART Bridge device.

&

1. Installation

The dongle need the PC driver. Please extract the "CP210x_Windows_Drivers".
There is a CP210xVCPlInstaller_x64.exe file.

“ Home Shara View 0

i » CP210x_Windows_Drivers v @ Search CP210x_ Windows Driv.. 0

[ Documents # A Name ’ Date modified Type Size To continue, click Next.
&= Pictures sl

— DATA D) 6

B Music “§ CPZ10xVCPInstaller x64 1,034 KB Bask Mexat = Cancel
E Videos FE CP210xVCPInstaller_x86

2 dpinst

& Onelie | SLAB_License_Agreement VCP_Windows KB
I This PC = slabvep B

I Desktop 1] slabvep

| Documents

x?y Downloads
B Music

&= Pictures
B Videos

2 SYSTEM(C)



Select “I accept this agreement” and click “next”.

License Agreement

To continue, accept the following license agreement. Te read the entire
agreement, use the scroll bar or press the Page Down key.

LICENSE AGREEMENT #
SILICON L&BS VCP DRIVER

IMPORTANT: READ CAREFULLY BEFORE AGREEING TO TERMS
THIS PRODUCT CONTAINS THE SILICON LABS WCP DRIVER AND
INSTALLES PROGRAMS AMDOTHER THIRD PARTY

SOFTWARE TOGETHER THESE PRODUCTS ARE REFERRED T

AS THE "LICENSED SOFTWARE". USE OF THE UCENSED
SOFTWAFE 15 SUBJECT TO THE TERMS OF THIS LICENSE W
@ | acceptthis agreement Save s Print
()| don't aceept this agreement

Cancel

Finish installation.

Completing the Installation of the
CP210x USB to UART Bridge Driver

The drivers were successfully installed on this computer.

You can now connect your device tc this computer, K your device
came with instrections, please read them first:

Driver Name Status

% Siicon Latoratones Inc. ... Ready to use

File Action View Help
== m| | | =

~ % CESKTOP-PLOSNSS
@] Audic inputs anc outputs
39 Batteries
0 computer
Disk drives
Display adapters
Human Interface Devices
IDE ATA/ATAP| controllers
Imaging devices
Keyboards
Mice and other pointing devices
Monitors
Metwork adapters
Ports (COM & 1ET)
ﬁ Silicon Labs CP210x USE to UART Bridge (TOM2E)
Print queues

Processors
Software devices
Sound, video and game controllers

prell agielydIdl

i Storage controliers
3 System devices
§ Universal Serial Bus controllers




5. Install Application 6. Start

Extract the "Cygwin.7z" to the C disk. Please extract the "Z3Host.7z". Insert the USB &grand open “Cygwin”.
Please move it to “Z3Host/exe” file.

Drive Taols cC /cygdrive/d/Z3Host/exe S=
Share  View = Manage " '
- = = $ cd d:
w 0 ThisPC » SYSTEM(C) v O Search SYSTE!
A Name Date madified Type Size $ cd /cygd
cygwin HANBOSIAM  Filefolder
Intel

Perflogs

Program Files

Program Files (x86)
Users

Windows

| cyqwinTz




Execute instructiofi./Z3GatewayHost_6_4.exe -p /dev/ttyS1fev/ttyS16— Successful execution when seeing “Z3GatewayHost'6_4
Dongle Comport

c /cygdrive/d/Work_Prj/Zigbeeprj/Burn_PCB/Firmware/Z3Host/exe = =

c Joygdrive/d/Work. Pri/Zigbeeprj/Burn_PCB/Firmware/Z3Host/exe = Ezsp Config: binding table size
Ezsp Config: s key table size to 0x0000:Succ
Ezsp Config: =t max end device children to 0x
Ezsp Confi ; aps unicast messa count to O
Ezsp Config: broadcast table to Ox000F:Success:
Ezsp Config: s neighbor table size to 0x0010:Success:
NCP supports ng out packet buffers
Ezsp Config: s pac buffers to 255
Ezsp Config end device poll timeout to 0x00C

end i 11 timeout shift to

z1]1 5

z11 i threshold to OxFF8&

transient key timeout to Ox00B4

, profile O 4, in cluste
int 242 added, profile AlEOD, in cluste

Writing pro : 0x00
deactivate

019 from OxFFCE

sp) Ucast 0x00
1e OB 00 00 ]
0104 cluster=0500

:RX len 9, ep FF, clus 0x0500 (TAS Zone) FC 09 seq 1F cmd 00 payload[10
FF 01 00 ]

55 status change, 0x0110 from OxFFCE

profile=0104 cluster=0402

£ 02 (Temperature Measurement) FC 08 seq 20 cm
load[00 Q0 2

Valid irceRouteFour

T00000AS52

TX buffer:

Trust Center Join Handler: status = device left, decision = no action (03), shor

tid OxFFCE

endpoint Ox01, ddentify time is 0 sec
identifying on endpoint 01
points didentifying; stopping identification feedbac
_6_4.exe -p /

rij/Burn_PCB/Firm

{_UP_ 0x0000




Execute instruction “plugin network-creator forrd4AAAA 8 22" to creator

new network. Successful execution will see “EMBER_NETWORK _UPatow.
1 — Whether or not to form a centralized networ.

OxAAAA — PanlID of the network to be formed.

E /CdeerE/de‘"Ofk PrJ/ZlgbeeprJ/ urn PCB/F|r'Mfare/ZlHost/exe = S
8 — Tx power of the network to be formed. T — :
out{client) cluster:
out{client) cluster:
22 — channel of the network to be formed. out(client) cluster:
out(client) cluster: ) 0 p Yy Sensing)
out(client) cluster: ( Zone)
out(client) cluster: Simple Metering)
c feygdrive/d/Work_Pri/Zigbeeprj/Burn_ PCB/Firmware/Z’Host{exe = out(client) cluster: C
. - out(client) cluster: Ox0BO3 ')p]ﬁance Statistic

cluster:

cluster:
nut(c11ent) cluster:
out(client) z
in (serve z
out(client) cluster:
out(client) cluster
out(client)
out(client)
out(client) cluster:
out(client) cluster:
out(client) cluste
out(client) clust
out(client) cluster > 4 (Ele i 1 Meacurement)
out(clien cluster ) iguration Cluster)

cli cluster: 2 'MF&LIB Cluster)
int enabled, de"1ce enabled] nwk [0] profile [Oxale0] devid [0x0061

out(client) cluster: (Electrical Measure Fntl

out{client) cluster: ¢ Configuration L]uct

out{client) cluster: Ox |

/ dpoint enabled, d Pndb19d] nwk [ﬂ] profile [0OxalE0] devid [0x0061

1
. (Green Power)
1
imary (pro
e [0x01]
creator form 1 OxAsaa 8 22

0x00

nut(c11vnt| cluster: 0x0021 (Green Power)
cnt: 1
0 [Primary (pro)]

nodeType [0x01]

securityProfile [(x05]

r form 1 OxAAAA 8 2




7. Joining Network
Execute instruction “plugin network-creator-seguapen-network”

c Jeygdrive/d/Work_Prj/Zigbeeprj/Burn_PCB/Firmware/Z3Host/exe = B

tyPrefi]e [0x05]

6_4=plugin k-creator form 1 OxAAAA 8
0

NWK Cr " Form. Channs Status: 0x00
NWK Creator: Form: O0x00
EMBER_NETWORK_UP 0x0000
network-creator-security

or 0x1ABC
"foo" or {0A 1B 2C}

plugin network-creato o=
clear-joining-1in r all of the joining link keys stored in the st
ck.
close-ne rk - Close the network for joining.
open-network - Open the network for joining.
open-with-key - Open the netwo that would only allow the node with specified
EUI and .
set-joining-link-key - Set the Tlink key that a specific joining device will us
en joining
tewayHost_6_4>plugin network-creator-

Successful execution will see “Device Announcebakmw. *The Device
Announce is short id of the device.

E /eygdrive/d/Work_Prj/Zigbeeprj/Burn_PCB/Firmware/Z3Host/2xe =i

k-creator-security open-network
Open network: 0x00
Policy: set Trust Center Policy to "Allow preconfigured k

ey joins

ploin for

NWK Creato curity: Open network:

Join Handl status = UNsecured join, decision = use preconfigured

key (00), shortid 0x40

Processing message: profile=0000 cluste 013
nand 0x0013, status:

Starting disc y for cluster 0x0500
Disc: Waiting 2 se i very to complete
essing mess 0000 cluster
Disc: Match NOT 4

Processing mess: 04 cluster=0006

TO0000C06:RX len 7, ep 01, clus Ox0006 (O

8 seq 00 cmd 0A payload[00 Of%



8. Leave Network

Device leave message is from device. If devicede@twork success,
will receive “device left” and “shortid” as below.

= /cygdrive/d/Work_Prj/Zigbeeprj/Burn_PCB/Firmware/Z3Host/exe = =

(CLI) ucast 0x00
[01 01 00 ]
st_6_4=Processing me ge: len=5 profile=0104 cluster=0

TOO000ODCC:RX len 5, ep 01, clus Ox0006 (on/off) FC 08 seq 01 cmd OB payload[00 0O
0]

Processing mess : len=/ profile=0104 cluster=0006

ep 01, clus 0x0006 (On/off) FC 08 seq 06 cmd OA payloa

d 2
Ucast 0x00

0B OA 00 ]
8 profile=0104 cluster=0702

08 seq 07 cmd OA pa

Center Join Handler: status =|device left, decision = no|

9. Control Plug on/off
dongle Execute instruction “zcl on-off on” and “send Ox&0&L 01”.
zcl on-off on— Control device turn on or turn off.

send 0x4088 01 01 Send packet to shord id “Ox4088” and “The endptmnt
send the message from” and “The endpoint to sendssage to”.

E Jfoygdrive/d/\Work_Prj/Zigbeeprj/Burn_PCB/Firmware/Z3Host/exe e
1 n for WithTimedoff
ption for To
1 on—<
cmd 0x01,

Ten=5 profile=0104 cluster=000
clus 0x0006 (Oon/off) FC 08 seq 00 cmd OB payload[01 O
profile=0104 cluster=0006
ep 01, clus 0x0006 (O o) q 04 cmd 0A payload[00 O
nd 2
Ucast Ox00

e
TX buffer OB 0A 00 ]
lTen=18 profile=0104 cluster

01, clus Ox imple Metering) FC 08 seq 05 cmd 0OA pal
00 00 00 00 04 2a 00 00 00 ]

1idSourceRouteFound



FCC Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference in a residential installation. This
equipment generates, uses and can radiate radio frequency energy and, if not installed
and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determined by turning the equipment off and on, the
user is encouraged to try to correct the interference by one of the following measures:

« Reorient or relocate the receiving antenna.

« Increase the separation between the equipment and receiver.

«  Connect the equipment into an outlet on a circuit different from that to which

the receiver is connected.
«  Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may
cause undesired operation.

FCC Caution: Any changes or modifications not expressly approved by the party
responsible for compliance could void the user's authority to operate this equipment.

This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter.

Disposal

This marking indicates that this product should not be disposed with
other household wastes throughout the EU. To prevent possible harm
to the environment or human health from uncontrolled waste disposal,
recycle it responsibly to promote the sustainable reuse of material
resources. To return your used device, please use the return and
collection systems or contact the retailer where the product was
purchased. They can take this product for environmental safe recycling.

.

www.philio-tech.com
Philio Technology Corporation

8F., N0.653-2, Zhongzheng Rd., Xinzhuang Dist., New Taipei City 24257, Taiwan
Warning

Do not dispose of electrical appliances as unsorted municipal waste, use separate
collection facilities. Contact your local government for information regarding the
collection systems available. If electrical appliances are disposed of in landfills or
dumps, hazardous substances can leak into the groundwater and get into the food
chain, damaging your health and well-being.

When replacing old appliances with new once, the retailer is legally obligated to take
back your old appliance for disposal at least for free of charge.



